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Abstract of the contribution: This contribution proposes to update the TS 23.288 to complete the procedure for NWDAF assisted misused or hijacked UEs identification.
1. Discussion

This contribution proposes to update the TS 23.288 based on the conclusion on how to identify misbehaviour UEs.
There are still several FFS which was left from the last meeting, including:

1. Editor´s note: Whether the Output can be for multiple SUPIs is FFS.
It is possible for an AF or a 5G NF subscribes Exception Notification on “Abnormal UE behaviour” for multiple UEs, e.g. several UEs in a TA/cell, and subscribing event report for multiple UEs has already been supported in current spec, e.g. Namf_EventExposure service. 
Therefore, it is proposed to allow the NWDAF to notify the subscriber of Exceptions for multiple UEs via a single notification message, and then remove the FFS
2. Editor´s note: Whether Exception level is needed is FFS.
From my point of view, the Exception level may be used to indicate how severe the detected exception is.

No strong opinion.

3. Editor´s note: The AM/SM policies and the PCF subscription to NWDAF events are FFS, e.g. at the establishment of a SM or AM Policy Association.
PCF subscription to analytics on “Abnormal UE behaviour” should be triggered by AMF or SMF at the SM or AM Policy Association establishment or modification.

The AM/SM policies corresponding to each type of Exception could follow the table Table 6.8.3-2, and the table could be subject to further update. It is proposed to clarify this.
4. Editor´s note: How the SMF or AMF subscription to NWDAF, e.g. at the registration or at PDU session establishment, is triggered is FFS.
From our view, the AMF or SMF can subscribe the notification from the NWDAF at any time as long as they are serving the UEs, but the specific trigger should be studied case by case, e.g. subscription, operator’s configuration.
It is proposed to study what are the triggers of AMF/SMF subscription. 
5. Editor´s note: Whether a consumer NF can subscribe notification for multiple SUPIs is FFS.
Same as the analysis for 1st EN, it shall be possible to subscribe notifications for multiple UEs. it is proposed to remove the FFS.
6. Editor´s note:

Whether the AMF or SMF needs to check whether the UE's behaviour matches its expected UE behavioural information is FFS.
As the first round check in AMF/SMF has already been captured in the TR conclusion part, it is proposed to keep this option and remove the FFS.

7. Editor´s note: Whether both a SUPI list and an Internal-Group-Id is needed is FFS.
Same as the analysis for 1st EN, SUPI list is used to indicate multiple UEs which may not be within a group, so SUPIs and  internal group ID can not be replaced by each other.

It is proposed to keep both and remove the FFS.
2. Proposal
The following changes are proposed to be included into TS 23.288. The updates on top of latest version postponed from last meeting are highlighted.
* * * First change * * * *

6.8
Abnormal UE behaviour related network data analytics

6.8.1
General

This clause  defines how NWDAF identifies a group of UEs or a specific UE being misused or hijacked based on the expected UE behavioural parameters.. The expected UE behavioural information may be either: 

1)
Retrieved from UDM based on network operator’s configurations;
2)
Retrieved from AF(s) directly;
3)
Learned by the NWDAF itself.
The NWDAF performs data analytics on abnormal UE behaviour if there is a related subscription request from AMF, SMF, PCF or AF. The AMF or SMF subscribes the analytic reports on abnormal UE behaviour from the NWDAF at any time based on UE subscription, operator’s configuration etc. The PCF subscribes the analytic reports on abnormal UE behaviour during the AM/SM policy association establishment or modification procedure, if the AMF or SMF requests to enforce policy control for abnormal UE behaviour. The AF subscribes the analytic reports on abnormal UE behaviour based on application layer logic, which is out of 3GPP scope.
When the NWDAF detects those UEs that deviate from the expected UE behavioural information, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF determines whether to notify or alert the related 5GC NFs or application layer based on the subscriptions from the 5GC NFs on Analytics ID: “Abnormal UE behaviour”.
6.8.2
Input Data

The expected UE behavioural parameters that provided to the NWDAF are defined in Table 6.7.3-1.
The UE behavioural information collected from 5GC NFs for misused or hijacked UE recognition is defined in Table 6.7.2-1.
6.8.3
Output Analytics

The NWDAF services as defined in the clause 7.2 and 7.3 are invoked to notify consumer NFs. A new Analytic ID named "Abnormal UE behaviour" is defined.

Corresponding to the analytic ID, the analytics result provided by the NWDAF is defined in Table 6.8.3-1.
Table 6.8.3-1: Abnormal UE behaviour Analytics
	Information
	Description

	Exceptions (1..max)
	

	  >Exception ID
	The risk detected by NWDAF

	  >UE ID list
	Could be SUPI(s), Internal-Group-Identifier, external UE ID(s), which indicates UEs being subject to the risk identified by the Exception ID



Editor´s note: the information carried in Exception level is FFS.
If PCF subscribes notifications on “Abnormal UE behaviour”, the NWDAF sends the PCF notifications about the risk or suspicious events, which may trigger the PCF to update the AM/SM policies. 

The NWDAF may also send the notification directly to the AMF or SMF, if the AMF or SMF subscribes the notification, so that the AMF or SMF may, based on operator local policies defined on a per S-NSSAI or per (DNN,S-NSSAI), take actions for risk solving. The following Table 6.8.3-2 gives AM/SM policies and corresponding actions for solving each risk. 

Table 6.8.3-2: Policies and actions for risk solving
	Risk (identified by exception ID) description
	AM/SM policy
	Actions of NFs

	Unexpected UE location
	Add the area of current UE location into mobility restriction
	PCF may extend the Service Area Restrictions. AMF may extend the  mobility restriction

	Unexpected long-live/large rate flows
	Decrease the MBR for the related QoS flow
	PCF updates PCC Rules that triggers SMF updates the QoS rule

	Unexpected wakeup
	Apply MM back-off timer to the UE
	AMF applies MM back-off timer to the UE

	Suspicion of DDoS attack
	Release the PDU session and Apply SM back-off timer
	PCF may request SMF to release the PDU session.

SMF may release the PDU session and applies SM back-off timer

	Wrong destination address
	Update the packet filter of the related QoS flow to block the wrong SDF
	PCF updates the packet filter in the PCC Rules that triggers the SMF to update  the related QoS flow and configures the UPF

	Ping-ponging stationary UE
	NWDAF notifies the AMF or AF (Service Provider)
	AMF may adjust UE registration area.









	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



* * * Next change * * * *

6.8.4
Procedure
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Figure 6.8.4-1: Procedure for NWDAF assisted misused or hijacked UEs identification
1a. A consumer NF subscribes to NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe (Analytic ID set to “Abnormal UE behaviour”, Analytic Filter(s) = Internal-Group-Identifier or SUPI(s)).
A consumer NF may subscribe to abnormal UE behaviour notification from NWDAF for a group of UEs or a specific UE. The Analytic ID indicates the NWDAF to identify misused or hijacked UEs through abnormal UE behaviour analytic. 

1b. AF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytic ID, Analytic Filter(s) = External-group identifier or External UE ID(s)).
For untrusted AFs, the AF sends the subscription via a NEF, where the AF invokes NEF service Nnef_AnalyticsSubscription_Subscribe (Analytic ID, Analytic Filter(s) = External-group-identifier or External UE ID(s)).
An AF may also subscribe to abnormal UE behaviour notification from NWDAF for a group of UEs or a specific UE, where the subscription message may contain expected UE behaviour parameters identified on the application layer. If an External-Group-Identifier is provided by the AF, the NEF interrogates UDM to map the External-Group-Identifier to the Internal-Group-Identifier and obtain SUPI list corresponding to the Internal-Group-Identifier. 
2. 
NWDAF to AMF or SMF (Conditional): Nnf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI(s)).
Based on operator’s configuration, if NWDAF request AMF or SMF to provide event report for abnormal UE behaviour, the NWDAF needs to invoke Nnf_EventExposure_Subscribe service.
If NWDAF needs to collect behavioural data of the UE(s) to identify abnormal UE behaviours, it sends subscription requests to the related AMF or SMF (e.g. Namf_EventExposure_Subscribe for AMF and Nsmf_EventExposure_Subscribe for SMF) if it has not subscribe such data.  This data may be used to learn Expected UE behaviour as specified in clause 6.7.

3.
Based on the subscription request received from the NWDAF, the AMF or SMF may check first whether the UE's behaviour matches its expected UE behavioural information if they have. If not match, they consider the UE(s) as a UE classified under “Abnormal UE behaviour”. The SMF or AMF then determines whether to notify NWDAF to perform further analysis or trigger other local actions based on the operator’s configuration. 

NOTE1:
The local actions need not be specified in this specification.
4.
AMF or SMF to NWDAF (Optional): Nnf_EventExposure_Notify (Event Report). 

The 5GC NFs send event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF. 

5.
The NWDAF performs data analytic for misused or hijacked UEs identification. Based on the analytics and operator’s policies the NWDAF determines whether to send a notification to 5GC NFs or the AF.

6a.
NWDAF to consumer NF (AMF or PCF or SMF depending on the subscription) (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytic ID, (Exception ID, Internal-Group-Identifier or SUPI(s), Exception level)).
If the NWDAF determines to send a notification to the subscribed 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify services. Based on the notification, the 5G NFs adopt configured actions to resolve/mitigate/avoid the risks as described in the Table 6.8.3-1.

6b.
NWDAF to AF (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytic ID, (Exception ID, External UE ID(s))).

If the NWDAF determines to send a notification to the subscribed AF, the NWDAF needs to include external UE IDs of the identified UEs into the notification message.

NOTE 2:
Based on the notification, the AF can adopt corresponding actions, e.g. adjusting recommended TCP Window Size, adjusting recommended Service Start and End.
* * * End of changes * * * *
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